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WH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®PULUNATNBbHbIX UHTEPHET-PECYPCAX

C KkaxablM rogoM MONoOeXu B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX MONb3oBaTenen PyHeTa. Me>+<,u,y TEéM, MNOMUMO OrpOMHOIo Konn4decTtBa BO3MOXHOCTEMN,
WHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka gormkHa nomoyb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KOMI'II:I-OTeprIe BUPYCbI

KoMnbloTepHbI BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTINYMTENbHOMN
0COBEHHOCTBIO KOTOPOW ABNAETCH CMOCOBHOCTb K pa3MHOXEHWI0. B gononHeHne K aToMy, BUPYCbl MOTYT
NnoBpeanTb WM MOSNHOCTBIO YHUYTOXWUTbL BCE (pannbl M AaHHble, NOOKOHTPOMbHbIE NOMb3oBaTento, OT
UMeHU KOoToporo bbina 3anyleHa 3apaXeHHas nporpaMmma, a Takke NOBpeAuTb UMK AaXe YHUYTOXUTb
OnepauuoHHY CUCTEMY CO BCeMM pavnamu B Lenom. B BonblmnHCTBE criydyaeB pacrnpoCTPaHATCH
BMPYCbl Yepe3 MHTEPHET.

MeToabl 3aLLmMTbl OT BPEAOHOCHBIX MPOrpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME CePbe3HbI YPOBEHb 3alUnThl OT
BPEOOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW naytm (uudppoBble 3annaTkM, KOTOPble aBTOMaTUYECKU
yCTaHaBMMBalOTCA C Lenbio AopaboTku nporpammbl) M Apyrne OOHOBREHMS CBOEW OnepaLMoOHHOMN
cuctembl. CkaumBanm Mx TOMbKO C odmumanbHOro camta paspabotuvka OC. Ecnu cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBoeM kOMMNblOTEpPE Nog npasBamu Mofb3oBaTens, a He agMuHucTpaTopa. OT0 He
Nno3BoNuUT BOMNbLUMHCTBY BPEOOHOCHbIX MPOrpaMM MWHCTanIMpoBaTbCAd Ha TBOEM MEepCOHAaNbHOM
KOMMbloTepE;

4. Vcnonb3yih aHTUBUPYCHble MpOrpaMMHble MPOAYKTbl  M3BECTHbIX MPOU3BOAMTENEN, C
aBTOMaTUYeCcKUM obHoBreHnem 6as;

5. OrpaHnyb usnyeckmin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHUX MWL,

6. Vcnonb3yih BHelWHME HOCUTENU WHQOpMaUUW, Takue Kak drnewka, OUCK unu dann us
WHTEPHETA, TONbKO 13 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBal KOMNbIOTEPHbIE hainbl, NOMyYEeHHbIE U3 HEeHaOeXHbIX UCTOYHUKOB. [axe Te
(havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylie yTo4HU y Hero, oTnpasnsn nm oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepenayvm LaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas komnaHus 3apermctpuposana 6peng "WECA", yto o6o3Havano croBocoyeTaHune
"Wireless Fidelity", koTopbii nepeBoaunTca kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu poluna gpyrasi abbpeBmnatypa, KOTopas SIBNSIeTCS TakoW XKe TEeXHOMOTMen.
310 abbpesuatypa "Wi-Fi". Takoe Ha3BaHue ObINO JaHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4yto B nepesoae o3HayvaeT "BbicOKasi TOYHOCTL".

[a, ©GecnnaTHbll WHTEPHET-JOCTYN B Kadye, OTensXx W aspornopTax SABMASETCS OTIIMYHOMN
BO3MOXHOCThIO BbIXOfa B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30nacHbIMU.

CoBeTbl No 6e3onacHocT paboTbl B 06LWenocTynHbIx ceTax Wi-fi:

1. He nepepaBan cBoto nuyHyto nHdopmaumio vyepes obwenoctynHele Wi-Fi cetn. PaboTasa B Hux,
XenaTtenbHO He BBOAUTb Naponuv AOCTyna, NOrMHbl N Kakne-To HoMepa,

2. Ncnonb3ym u O6GHOBNSNW aHTUBUPYCHble MporpaMmmbl U OGpaHgmayep. Tem cambiM  Thbl
obesonacuib cebs OT 3aKkadku BUpyca Ha TBOE YCTPOWCTBO;



3. Mpwn ncnone3sosaHum Wi-Fi oTknoum cyHkumo "O6Lwumin goctyn K pannam n npuHtepam”. laHHas
YHKUMSA 3aKpbiTa MO YMOJYaHWUIO, OOHAKO HEKOTOpble MOMb3oBaTeNy akTUBMPYOT ee ans ygobcTtea
ncnonb3oBaHns B paboTte unu y4ebe;

4. He wncnonb3yn nybnuuHbin WI-FI gns nepegadnm nuuHbIX OaHHbIX, HAanpumep Ansi BbIXOAa B
coumanbHble CETU UMW B SNEKTPOHHYIO NOYTY;

5. Ncnonb3yn Tonbko 3awumiieHHoe coeanHeHne vyeped HTTPS, a He HTTP, 1.e. npn Habope Beb6-
agpeca BBoAN UMeHHo "https://";

6. B mobunbHoMm TenedoHe oTkmoum cyHkumo "lMogkntoveHne k Wi-Fi aBTomaTtudyeckun”. He
Jornyckan aBToMaTU4EeCKOro nogknoyeHus yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble ceTW aKTMBHO BXOAAT B Hally >XW3Hb, MHOrMe nogn paboTalT U XMBYT Tam
NnocToAHHO, a B Facebook yxe 3apermctpupoBaH Munnuapg YenoBek, YTO SIBMSIeTCA OOHOW ceabMow
BCEX Xutenemn nnaHetbl. MHOrMe nonb3oBaTeny He NOHUMAOT, YTO UHAOPMaLMS, pa3MeLLeHHas UMK B
coumarnbHbIX CeTsax, MOXeT ObiTb HageHa M UCMOMb30BaHa Kem YrogHo, B TOM Yucne He 065a3aTenbHO ¢
BnarMmmn HamepeHuaMuN.

OcHOBHble COBETbI N0 6e30MacHOCTN B coumanbHbIX CETSIX:
1. OrpaHnyb CNCcoK apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmianm CBOK YacTHYK Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOpMaLMio. 3MOYyMbILLNIEHHMKM MOTYT UCMONb30BaTh Aaxe nHopmauumto
O TOM, KaK Tbl U1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceoro penyTaumio - 4epPXM ee B YACTOTe M 3agasBan cebe Bonpoc: xoten 6bl Thbl, YTOObI
Apyrue nonb3oBaTenu BuAenu, 4to Tbl 3arpyxaews? lNogyman, npexge 4em 4YT1o-To onybnukosathb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl roBopullb C MOAbMU, KOTOPbIX HE 3Haellb, HE WCMONb3yi CBOE pearnibHoe UMS U
APYTYI0 MUYHYI0 MHpOPMALMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. Ns3beran pasmelleHus cotorpacdpmi B MHTepHeTe, roe Tbl M300pakeH Ha MEeCTHOCTW, Mo
KOTOPOM MOXHO OnpeaenuTb TBOE MECTOMNOMOXEHNE;

6. Mpu pernctpaumm B coumarnbHOW ceTu HeobXoAMMO MWCMONb30BaTb CMOXHbIE Napomnu,
cocTosime n3 Byks 1 UMEP M C KONNYECTBOM 3HAKOB HEe MeHee 8;

7. Ona counanbHOW CeTU, MOYTbl U OPYrMX CAUTOB HEOOXOOUMO UCMONb30BaTb pasHbie Naponu.
Torga ecnv Tebs B3nomatoT, TO 3MOYMbILLIIEHHMKM NonyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe
cpasy.

OneKTPOHHbIe AEHbLIN

3ﬂeKTp0HHbIe OEHbIN - 3TO O4YEHb y,El,OGHbIIZ crnocob nnartexemn, ogHako CylweCTBYHOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NONYy4YNUTb 3TN OEHbIN.

3ﬂeKTp0HHbIe OeHblrn NoABUIINCb COBCEM HEABHO M MMEHHO 13-3a 3TOro BO MHOIMMX rocygapcreax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccuun xe oHM DYHKUMOHUPYIOT M O HUX YKe MPONucaHo B 3aKoHe, rae WX pasfensioT Ha
HECKOJSIbKO BMAOB - aHOHWMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTtcs npoBoAuTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
ngeHTudMKaums nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyaTh aMEeKTPOHHble huaTHble AeHbIM (PaBHbI rOCYAapCTBEHHbLIM BanoTam) 1
3MEeKTPOHHbIE HedMaTHbIE AeHbM (He paBHbI FOCYAapCTBEHHbIM BasltoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHLIMU AEHbIraAMM:;

1. MNpuBsKM K cHeTy MOBUMbHbLIN TenedoH. 3To caMbl YAOBOHbLIN U BLICTPLIN CNOCO6 BOCCTAHOBUTL



aocTtyn K cyeTy. [NpuBs3aHHbIN TenedoH MOMOXeT, ecnu 3abygellb CBOW MATEXHbIM Napofb UNu
3angellb Ha calT C HE3HaKOMOro YCTPOUCTBA;

2. Vicnonb3yi ogHopa3soBble naposnu. [ocne nepexoda Ha yCUIIEHHYO aBTopusaumio Tebe yxe He
GyOeT yrpoxaTtb OMacHOCTb KpaXku UMK nepexsara NnaTexHoro naporns;

3. Bbibepu cnoxHbli naponb. [lpecTynHukam 6ygoeT He npocTo yragatb CrOXHbIA Maposb.
HagexHble naponu - 370 Naponu, KOTopble cogepXaTt He MeHee 8 3HaKOB M BKMOYaloT B Ce0SA CTPOYHble
W nponucHble OykBbl, LUMPbI W HECKOMbKO CMMBOSOB, TakMe Kak 3Hak gJornnapa, QyHTa,
BOCKNMUATenNbHbIN 3HaK K T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JAHHbIE HA canTax, KOTOPbIM HE AOBEpAELUb.
sneKTpOHHaﬂ noyTta

OneKTpOHHasi noyta - 9TO TEXHOMNOrMs W npedocTaBnseMble €K YCryrn Mo nNepechbisike U
NOMYYEHNI0 3MEKTPOHHbBIX COOBLUEHUI, KOTOpble pacrnpefensoTcs B komnbioTepHon cetn. OB6blvHO
SMNEKTPOHHbIN MOYTOBbLIM HAWMK BbIMAANT crnegylowmum obpas3oMm: MMsA_Nonb3oBaTensa@umMs_aoMeHa.
Tarke kpome nepegayn NPoOCToro TEKCTa, MMEeTCs BO3MOXHOCTbL nepeaasaTthb hannsl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOW:

1. Hapgo BbiOpaTb nNpaBuWmbHbIA MOYTOBLIA CepBUC. B MHTepHeTe ecTb OrpoMHLIN BbIGOP
©ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OLHAKO Ny4lle OOBEPSATb TEM, KOro 3HAELLb U KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBam B nNWYHOW noyTe nuWYHYO WHpopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHat@" nnm "pok2013" BmecTo "Temal3”;

3. Wcnonb3ayii aByxaTanHyio aBTopu3auuio. 3TO Korga MOMKWMO Mapornisi HYXXHO BBOAMTb Kof,
npucbinaemein no SMS;

4. Bbibepy cnoxHbeli naponb. [ns Kaxgoro MOYTOBOro AuiMka AOMKEH OblTb CBOW HaAEXHbIN,
YCTOWYMBBIN K B3MIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW NUYHbIN BOMpOC, VICI'IOJ'Ib3yl7I 3Ty BO3MOXXHOCTb;

6. Vicnonb3yn HeCKONMbKO MOYTOBbIX AWMKOB. [MepBbl AnNs YacTHOW Mepenucku ¢ agpecatamu,
KOTOpbIM Thbl [OBepsiellb. JTO 3MNEKTPOHHbIM aApec He Hago WCMonb3oBaTb MPU perncTpaumm Ha
dopymax un cantax;

7. He oTkpblBai hainbl U Apyrue BMoXeHWst B NUCbMax, AaxXe eCriv OHM NPULLINN OT TBOUX ApY3en.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHn Tebe atn dannsi;

8. lNMocne okoH4YaHusA paboTbl Ha MOYTOBOM CEPBMCE Nepen 3akpbITUEM BKMNagKM C CaWTOM He
3abygb HaxaTtb Ha "BeiiTn".

Ku6ep6ynnuHr unu BupTyansHoe u3geBarTenbcTBo

KnbepbynnuHr - npecrnenoBaHWe COOOLLEHUAMM, COAEepPXKalUMMU OCKOPGIEHNUs, arpeccuio,
3anyrvBaHve; XynuraHcTBo; colmarnbHoe GOMKOTMPOBaHME C NMOMOLLbH PasnnYHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbI N0 6opbbe ¢ kKMbepbyNNUHroM:

1. He 6pocarica B 6om. Jlyqwnii cnocob: nocoBeToBaThCA Kak cebs BECTU U, €Cnn HET TOTO, K KOMY
MOXHO 00OpaTuTbCsi, TO BHavane YCNokouTbCA. Ecnu Tbl HavHewb oOTBevaTb OCKOpPONEeHMsMUM Ha
ockopbneHusi, To TOMbKO elle Gonblue pasoxokellb KOHNNKT;

2. YnpaBnanm cBoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHUMas. CyLIJ,GCTByI-OT €cnocobbl BbIICHUTb, KTO CTOMT 3@ aHOHWMHbIM
aKKayHTOM;

4. He cTouT BecTu XynuraHckui obpas BupTyanbHOW Xu3HW. WHTepHeT dumkcupyeT Bce TBOU
OEVCTBUSA U coOXpaHsieT nx. Yaanutb ux 0ygeT KpalHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BMPTYarbHYH YeCTb CMOJIOAY;



6. WrHopupyn eauHunuHbin HeratmB. OpHOpasoBble OCKOPOWUTENbHbIE COOOLLEHUA nydlle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcst Ha HavYanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHBIMW COOOLLEHMAMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb GITOKMPOBKUN OTMPaBKM COOBLLEHUI C ONpeaeneHHbIX aapecos;

8. Ecnn TbI cBupetenb knbepbynnuHra. TBou AEWCTBMA: BbICTYNUTbL NPOTUB NpecrnenoBaTens,
nokasaTb €My, 4YTO €ro [OeWCTBWUS OLEHMBAKOTCA HeraTMBHO, noggepXaTb XXepTBYy, KOTOPOW HyXHa
ncuxornormyeckas NoMoLLb, COOOLLUTE B3POCTbIM O (dakTe arpecCMBHOIO NMOBEAEHUS B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble CMapTgOHbl 1 MnaHLWweTbl codepxaT B cebe BMofiHE B3pPOCIbI yHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMK KoMMbloTepamu. OgHako, CpeacTB 3aluThl Ans
NoAoGHbIX YCTPOWCTB MOKa O4eHb Mano. TecTpoBaHue M NMOUCK YsI3BUMOCTEN B HUX MPOUCXOOUT He Tak
MHTEHCKBHO, kak Ans MK, To e camoe KacaeTcsi 1 MOBUITbHBIX MPUIOXEHWIA.

CoBpeMeHHble MOOUINbHbIE Opay3epbl yke MpaKTUYeCcKU OOrHanu HacToNbHblE aHanoru, ogHako
pacwmpeHne yHKLMOHana BneyeT 3a cobom 60nbLUy CMOXHOCTb U MEHbLLYHO 3aLUULLEHHOCTb.

[laneko He Bce MPOM3BOAMTEN BbiMYCKAOT OGHOBMEHUS, 3aKpbIBAIOLLNE KPUTUYECKUE YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl As 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hunyero He saBnsdetca no-Hactosiwemy 6ecnnatHbeiM. Byob ocTopoxeH, Begb korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHbIE YCIyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo nnn Buaeo. Tbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEPALMOHHYHO CUCTEMY TBOErO CMapT(OoHa;
Vcnonb3yii aHTUBUPYCHbIE NPOrpaMmbl Ans MOBUIbHbIX TenedgoHOoB;

He sarpyxai npunoxeHns oT HEU3BECTHOrO NCTOYHKKA, BEA4b OHWU MOTYT CodepXaTb BPpeAoHOCHoe
nporpaMMHoe obecneyeHue;

Mocne TOro kak Thl BblAelWb C canTa, rge BBOAWUN NUYHYO WMHOpPMauuio, 3aiauM B HACTPOWNKM
Opaysepa u yganum cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTBMPOBaHbl HA TBOEM HOMEPE;

[aBaii cBoii HOomMep MOOWNbLHOrO Terned)oHa TOMbKO JoAsIM, KOTOPbIX Thl 3Haellb U KOMY
[AoBepsellb;

Bluetooth gomkeH ObITb BbIKNIOYEH, KOr4a Thl UM He Monb3yellbes. He 3abbiBav MHor4a NpoBepsThb
aTo.

Online urpbi

COBpeMeHHbIe OHJ'IaIZH-I/IprI - 9TO KpacCou4Hble, 3axBaTbiBawLline pa3Bliev4eHUA, obbeguHsaLme
COTHM ThbICAY 4YenoBeK No BCcemMy MuUpy. MFpOKM ncenenywT OaHHbIA UM MUp, obuwatoTcs apyr ¢ opyrom,
BbINONMHAKT 3afaHud, cpaXarTCA C MOHCTpaMu M Nony4yakwT OnbIT. 3a yAoBONbCTBUE OHWU NNaTAT:
NoKynakT ANCK, onfiadvynBaroT abOHEeMEHT unu np|/|o6peTal0T Kakune-T1o onuun.

Bce aTM cpeactBa mayT Ha MOAAEPXaHWE M pasBUTME WUrpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYHOTCA CUCTEMbl aBTOpM3aLWUKU, BbINYCKAKOTCA HOBble NaTyin (LI.I/ICppOBbIe 3annatkmn gnsd
Nporpamm), 3aKpblBalOTCS YSA3BMMOCTY CEPBEPOB.

B nogo6HbIx urpax CToOUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwu TBOEero
naponsa, Ha KOTOpOM OCHOBaHa cuctemMa aBTopusauunm OonbLIMHCTBA nrp.

OcCHoOBHble coBEeTbI MO 6e30MacHOCTM TBOETo UIPOBOIo akKayHTa:

1. Ecnu pgpyron urpok BefeT ceds nioxo unuM cos3gaet Tebe HenpuATHOCTM, 3abrOoKUpyn ero B



ClMNCKe UrpoKoB.;

2. I'Io>+<any17|c;| agMUHUCTpaTtopamMm Wurpbl Ha MNJioxoe noBedeHne 3TOro WUrpoka, xenatelibHO
NPUNOXUTb Kakne-T1o AoKa3aTesnibCTBa B BMAe CKPUHOB;

3. He ykasbiBan nnyHyto nHdopmauuio B npodainne urphbl;
4. YBaxaln gpyrux y4acTHMUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduumanbHble natyn u Moapl;

6. Vicnonb3yii CNoxHble 1 pa3Hble naponu;

7. Jaxe BO BpeMmsi Urpbl He CTOWUT OTKMHOYAaTb aHTMBMPYC. [Toka Tbl urpaellb, TBOW KOMMbIOTEP
MOTyT 3apasuThb.

DULWIMHF UK KpaXka NUYHbIX AaHHbIX

OObIYHOWM Kpaxken AeHer U OOKYMEHTOB CErofHsl YK€ HWKOro He yAMBULLbL, HO C Pa3BUTMEM
WHTEPHET-TEXHONOMMIA 3MOYMBILLMIEHHVKN NEePeMeCTUNINCb B MHTEPHET, M NPOAOIKaT 3aHMMaTbCA
"NnodumbIM" genom.

Tak nosiBMNacek HoBas yrpos3a: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHF, FNaBHas Lenb KOTOPOro
COCTOUT B MOMyYEHMM KOHUOEHUMAmNbHbLIX AaHHbIX MONb3oBaTenen - MOrMHOB M naponen. Ha
aHrnuckom asbike phishing untaetcs kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3noMaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOOLWLMTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKopee;

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble wn pasHble naponu. Takum obpasom, ecnm Tebs B3nomMalT, TO
3MI0YMBbILLIEHHUKN MONyYaT AOCTYN TOSMLKO K OAHOMY TBOEMY Npodunio B CETH, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, TO HeobxoAuMO npedynpeaunTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3nomManu W, BO3MOXHO, OT TBOero mmeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGUNbHBIN TenedoH;
6. OTknNo4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBa annbl 1 Apyrne BROXeHUA B NMCbMax, Aaxe eCnu OHW NPULLIU OT TBOUX ApY3en.
Jlydlle yTOuYHM y HWX, OTNPaBNSANM N oHW Tebe aTn dannsbl.

Lincbposas penyrauus

LindbpoBas penytaumsi - 3TO HeraTMBHas MNM MNoO3WTUBHAsA wWHGopmaumsa B ceTn o Tebe.
KomnpomeTupyowas wuHdopmaums, pasMmelleHHas B WHTepHeTe, MOXeT Ccepbe3HbiM obpa3om
OTpasnTbCs Ha TBOEW peanbHOM >XM3HU. "LudpoBas penytauumsa” - 370 TBOW UMUOX, KOTOPbLIA
dopmMmumpyeTcsa 13 uHcopmaumm o Tede B MHTEPHETE.

TBOE MECTO XWTENbCTBA, yqe6b|, TBOE CbMHaHCOBOS nono)eHune, 0cobeHHOCTU Xapakrtepa u
paccKkasbl O ONU3KMX - BCE 3TO HaKanMBaeTcs B CETU.

MHorne nogpoCTKM NErKOMbBICIIEHHO OTHOCATCS K My6nukaumm nmyHon nHgopmauum B NHTepHeTe,
He MOoHMMasi BO3MOXHbIX NOCMNEACTBMU. Thbl AaXe He CMOXellb AoragaTtbCsi O TOM, 4To dhoTorpacdus,
pasmMeLleHHasa 5 neT Hasag, cTana NPUYNHOM OoTKasa NpuHATE Tebst Ha paboTy.

KoMmmeHTapuu, pasmelleHue TBoux doTtorpadui u apyrme AencTtBua MOryT He UCYE3HYTb Jaxe
nocrie Toro, Kak Tbl UX yaanuub. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHOpMaumio, nonana nu oHa B
NMOWUCKOBbIE CUCTEMbI U COXpaHUNacb N OHa, a rnaBHOE: YTO nogymaloT o Tebe okpyxatolue nau,
KOTOpble HanayT 1 yBUAAT 3T0. HanTu nHopmaumio MHOro neT CnycTa CMOXeT fobon - Kak u3 Aobpbix
noby>xaeHun, Tak U C HaMepeHneM NPUYMHUTL Bpen. OTO MOXeT BbITb KTO YrOAHO.



OCHOBHble COBETbI MO 3allUmMTe LMdPOBOI penyTauuu:

1. MNoaymaii, npexae Yem 4To-To Ny6nmkoBaTb M nepedasBatb y cebs B Grore unv B couunanbHOM
cetu;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npodunss u ero
COOEepPXMMOro, caenan ero Tonbko "gnga apysen”;

3. He pasmewann n He ykasbiBalh MHGPOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTb unu
obwmxaTtb.

ABTOpCKOE npaBo

CoBpeMEHHbIe LLKOSNBbHUKWN - aKTMBHbIE MOMb30BaTENN LUMAPOBOro npocTpaHcTea. OgHako ganeko
He BCe 3HalT, YTO MOfb30BaHNE MHOTMMW BO3MOXHOCTAMU LMcpoBOro Mupa TpebyeTt cobnogeHus npas
Ha MHTEeNNeKTyanbHyl COOCTBEHHOCTb.

TepMuH "wHTennekTyansHas cO6CTBEHHOCTL" OTHOCMTCS K PasnnyHbIM TBOPEHUAM YeroBeYecKoro
yMa, HauymHas C HOBbIX N306peTeHui 1 3HakoB, 0603HaYaloLWLMX COBCTBEHHOCTb Ha NPOAYKTbLI U YCAyru, 1
3aKkaH4MBas KHuramu, otorpapusamm, KMHOUNBMaMmM 1 My3blKkarbHbIMU NPON3BEAEHUAMMN.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl COOGCTBEHHOCTb Ha MPOWU3BEAEHWS Haykw,
nutepaTypbl M MCKyccTBa. ABTOPCKME MNpaBa BbICTYNalwT B KaydecTBE rapaHTUM TOro, 4TO
WHTENNEKTYanbHbIA/TBOPYECKUA Tpya aBTopa He OyaeT HampacHbiM, [acT eMy crnpaBeffvBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoSyyYnTb M3BECTHOCTb M MpusHaHue. HukTto
6e3 paspelleHUs aBTOpa He MOXET BOCMNPOM3BOAWUTbL €ro NPOU3BEAEHNE, PacnpoCTPaHATb, NyGrnM4HO
[eMOHCTpupoBaTb, MpogaBaTb, WMNOPTMPOBaTb, MNyckaTb B MpokaT, MybnM4yHO  UCMOMHSATH,
noKa3sbIBaTb/MCMOMHATL B 3hMpe nnu pasmeLlatb B MIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmMmHoOro obecneyeHns MoxeT npnBecTn K MHOT'MM pUCKam: OT
noTepun OaHHbIX K TBOUM akkayHTam OO 6]'IOKVIpOBKVI TBOEro yCTpOVICTBa, roe yctaHoBlieHa HenerarnbHas
nporpamma. He crtout Takke 3abbiBaTb, 4TO CyWeCTBYKOT neranbHble U OecnnaTHble nporpamMmmbl,
KOTOPble MOXHO HanTKN B CETW.

O noprane

CeTeBMYOK.pch - TBOW rMaBHbIN COBETYMK B CETU. 34eCb Thl MOXELLb y3HaTb 0 6€30NacHOCTM B CeTH
MOHATHBLIM U JOCTYMHbLIM S3bIKOM, @ NPY BO3HWKHOBEHWUW KPUTUYECKOW CUTyaumMm o6paTuTbCs 3a COBETOM.
A Takke NpUHATb y4acTme B KOHKypcax 1 cTaTb CaMbiM LUPOBbLIM rpaXaaHNHOM!



